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NEW QUESTION 1

Which two constraints can impact the amount of reserved disk space required by FortiAnalyzer? (Choose two.)

A.    License type.

B.    Disk size.

C.    Total quota.

D.    RAID level.



Answer: CD

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/368682/disk-space-allocation

NEW QUESTION 2

You’ve moved a registered logging device out of one ADOM and into a new ADOM. What happens when you rebuild the new ADOM database?

A.    FortiAnalyzer resets the disk quota of the new ADOM to default.

B.    FortiAnalyzer migrates archive logs to the new ADOM.

C.    FortiAnalyzer migrates analytics logs to the new ADOM.

D.    FortiAnalyzer removes logs from the old ADOM.

Answer: C

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40383

NEW QUESTION 3

How are logs forwarded when FortiAnalyzer is using aggregation mode?

A.    Logs are forwarded as they are received and content files are uploaded at a scheduled time.

B.    Logs and content files are stored and uploaded at a scheduled time.

C.    Logs are forwarded as they are received.

D.    Logs and content files are forwarded as they are received.

Answer: B

Explanation:

https://www.fortinetguru.com/2020/07/log-forwarding-fortianalyzer-fortios-6-2-3/

https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration-guide/420493/modes

NEW QUESTION 4

What must you configure on FortiAnalyzer to upload a FortiAnalyzer report to a supported external server? (Choose two.)

A.    SFTP, FTP, or SCP server.

B.    Mail server.

C.    Output profile.

D.    Report scheduling.

Answer: AC

Explanation:

There is an option for “uploading reports to server” under configuring the output profile. The available options are: SFTP, FTP and SCP. You have to be careful on the question itself. The question tells you to “upload reports to a server (external server)”, which means, a server has been configured already in this case prior to enabling the “upload reports to server”.

NEW QUESTION 5

How does FortiAnalyzer retrieve specific log data from the database?

A.    SQL FROM statement.

B.    SQL GET statement.

C.    SQL SELECT statement.

D.    SQL EXTRACT statement.

Answer: A

Explanation:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/137bb60e-ff37-11e8-8524-f8bc1258b856/fortianalyzer-fortigate-sql-technote-40-mr2.pdf

NEW QUESTION 6

What FortiGate process caches logs when FortiAnalyzer is not reachable?

A.    logfiled

B.    sqlplugind

C.    oftpd

D.    miglogd

Answer: D

Explanation:

https://forum.fortinet.com/tm.aspx?m=143106

NEW QUESTION 7

Which two statements about log forwarding are true? (Choose two.)

A.    Forwarded logs cannot be filtered to match specific criteria.

B.    Logs are forwarded in real-time only.

C.    The client retains a local copy of the logs after forwarding.

D.    You can use aggregation mode only with another FortiAnalyzer.

Answer: CD

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/420493/modes

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/621804/log-forwarding

NEW QUESTION 8

What are two advantages of setting up fabric ADOM? (Choose two.)

A.    It can be used for fast data processing and log correlation.

B.    It can be used to facilitate communication between devices in same Security Fabric.

C.    It can include all Fortinet devices that are part of the same Security Fabric.

D.    It can include only FortiGate devices that are part of the same Security Fabric.

Answer: AC

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/448471/creating-a-security-fabric-adom

NEW QUESTION 9

Which two purposes does the auto cache setting on reports serve? (Choose two.)

A.    It automatically updates the hcache when new logs arrive.

B.    It provides diagnostics on report generation time.

C.    It reduces the log insert lag rate.

D.    It reduces report generation time.

Answer: AD

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/384416/how-auto-cache-works

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/86926/enabling-auto-cache

NEW QUESTION 10

Which two statements are true regarding log fetching on FortiAnalyzer? (Choose two.)

A.    A FortiAnalyzer device can perform either the fetch server or client role, and it can perform two roles at the same time with the same FortiAnalyzer devices at the other end.

B.    Log fetching can be done only on two FortiAnalyzer devices that are running the same firmware version.

C.    Log fetching allows the administrator to fetch analytics logs from another FortiAnalyzer for redundancy.

D.    Log fetching allows the administrator to run queries and reports against historical data by retrieving archived logs from one FortiAnalyzer device and sending them to another FortiAnalyzer device.

Answer: AB

Explanation:

https://docs.fortinet.com/document/fortianalyzer/7.0.1/administration-guide/651442/fetcher-management

NEW QUESTION 11

Which two statements are true regarding FortiAnalyzer operating modes? (Choose two.)

A.    When in collector mode, FortiAnalyzer collects logs from multiple devices and forwards these logs in the original binary format.

B.    Collector mode is the default operating mode.

C.    When in collector mode. FortiAnalyzer supports event management and reporting features.

D.    By deploying different FortiAnalyzer devices with collector and analyzer mode in a network, you can improve the overall performance of log receiving, analysis, and reporting.

Answer: AD

Explanation:

https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/227478/collector-mode

https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/312644/analyzer-collector-collaboration

NEW QUESTION 12

An administrator has moved FortiGate A from the root ADOM to ADOM1. Which two statements are true regarding logs? (Choose two.)

A.    Analytics logs will be moved to ADOM1 from the root ADOM automatically.

B.    Archived logs will be moved to ADOM1 from the root ADOM automatically.

C.    Logs will be presented in both ADOMs immediately after the move.

D.    Analytics logs will be moved to ADOM1 from the root ADOM after you rebuild the ADOM1 SQL database.

Answer: BC

Explanation:

https://community.fortinet.com/t5/Fortinet-Forum/FW-Migration-between-ADOMs/m-p/32683?m=158008

NEW QUESTION 13

In Log View, you can use the Chart Builder feature to build a dataset and chart based on the filtered search results. Similarly, which feature you can use for FortiView?

A.    Export to Report Chart

B.    Export to PDF

C.    Export to Chart Builder

D.    Export to Custom Chart

Answer: A

Explanation:

https://community.fortinet.com/t5/FortiAnalyzer/Creating-a-Custom-report-from-FortiView-Export-to-Report-Chart/ta-p/190154?externalID=FD40483

NEW QUESTION 14

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a hostname. How can you resolve the source and destination IP addresses, without introducing any additional performance impact to FortiAnalyzer?

A.    Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve.

B.    Configure # set resolve-ip enable in the system FortiView settings.

C.    Configure local DNS servers on FortiAnalyzer.

D.    Resolve IP addresses on FortiGate.

Answer: D

Explanation:

As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because you get both source and destination, and it offloads the work from FortiAnalyzer. On FortiAnalyzer, this IP resolution does destination IPs only.

https://packetplant.com/fortigate-and-fortianalyzer-resolve-source-and-destination-ip/

NEW QUESTION 15

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to functioning normally, without losing data?

A.    Hot swap the disk.

B.    Replace the disk and rebuild the RAID manually.

C.    Take no action if the RAID level supports a failed disk.

D.    Shut down FortiAnalyzer and replace the disk.

Answer: D

Explanation:

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID, the hard disk can be replaced while the unit is still running-known as hot swapping. On FortiAnalyzer units with software RAID, the device must be shutdown prior to exchanging the hard disk.

NEW QUESTION 16

FortiAnalyzer reports are dropping analytical data from 15 days ago, even though the data policy setting for analytics logs is 60 days. What is the most likely problem?

A.    Quota enforcement is acting on analytical data before a report is complete.

B.    Logs are rolling before the report is run.

C.    CPU resources are too high.

D.    Disk utilization for archive logs is set for 15 days.

Answer: B

Explanation:

https://forum.fortinet.com/tm.aspx?m=138806

NEW QUESTION 17

Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate to FortiAnalyzer with any user account in a single LDAP group? (Choose two.)

A.    A local wildcard administrator account.

B.    A remote LDAP server.

C.    A trusted host profile that restricts access to the LDAP group.

D.    An administrator group.

Answer: BD

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externalID=FD38567

NEW QUESTION 18

Which clause is considered mandatory in SELECT statements used by the FortiAnalyzer to generate reports?

A.    FROM

B.    LIMIT

C.    WHERE

D.    ORDER BY

Answer: A

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externalID=FD48500

NEW QUESTION 19

……
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