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NEW QUESTION 1

An administrator sees that an excessive amount of storage space on a FortiMail device is being used up by quarantine accounts for invalid users. The FortiMail is operating in transparent mode. Which two FortiMail features can the administrator configure to tackle this issue? (Choose two.)

A.    Automatic removal of quarantine accounts.

B.    Recipient address verification.

C.    Bounce address tag verification.

D.    Sender address rate control.



Answer: AD

Explanation:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d-11ea-9384-00505692583a/FortiMail-6.4.0-Administration_Guide.pdf (page 322-323)

NEW QUESTION 2

Which three statements about SMTPS and SMTP over TLS are true? (Choose three.)

A.    SMTP over TLS connections are entirely encrypted and initiated on port 465.

B.    SMTPS encrypts the identities of both the sender and receiver.

C.    The STARTTLS command is used to initiate SMTP over TLS.

D.    SMTPS encrypts only the body of the email message.

E.    SMTPS connections are initiated on port 465.

Answer: BCE

Explanation:

https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/807960/fortimail-support-of-tls-ssl

NEW QUESTION 3

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no unnecessary failovers?

A.    Break the cluster, upgrade the units independently, and then form the cluster.

B.    Upgrade both units at the same time.

C.    Upgrade the standby unit, and then upgrade the active unit.

D.    Upgrade the active unit, which will upgrade the standby unit automatically.

Answer: B

Explanation:

https://docs.fortinet.com/document/fortimail/6.2.0/administration-guide/725928/upgrading-firmware-on-ha-units

NEW QUESTION 4

If you are using the built-in MTA to process email in transparent mode, which two statements about FortiMail behavior are true? (Choose two.)

A.    MUAs need to be configured to connect to the built-in MTA to send email.

B.    If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email.

C.    FortiMail can queue undeliverable messages and generate DSNs.

D.    FortiMail ignores the destination set by the sender, and uses its own MX record lookup to deliver email.

Answer: CD

NEW QUESTION 5

Which two CLI commands, if executed, will erase all data on the log disk partition? (Choose two.)

A.    execute formatmaildisk

B.    execute formatmaildisk_backup

C.    execute formatlogdisk

D.    execute partitionlogdisk 40

Answer: CD

Explanation:

https://docs.fortinet.com/document/fortimail/6.2.0/cli-reference/588825/formatlogdisk

https://docs.fortinet.com/document/fortimail/6.4.4/cli-reference/764332/partitionlogdisk

NEW QUESTION 6

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file format?

A.    Behavior analysis.

B.    Impersonation analysis.

C.    Content disarm and reconstruction.

D.    Header analysis.

Answer: C

Explanation:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9-a989-00505692583a/fortimail-admin-620.pdf (page 435)

NEW QUESTION 7

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using policy IDs 1:2:0. Which two reasons explain why the last policy ID value is 0? (Choose two.)

A.    Outbound email is being rejected.

B.    IP policy ID 2 has the exclusive flag set.

C.    There are no outgoing recipient policies configured.

D.    There are no access delivery rules configured for outbound email.

Answer: CD

NEW QUESTION 8

An organization has different groups of users with different needs in email functionality, such as address book access, mobile device access, email retention periods, and disk quotas. Which FortiMail feature specific to server mode can be used to accomplish this?

A.    Resource profiles.

B.    Domain-level service settings.

C.    Access profiles.

D.    Address book management options.

Answer: A

NEW QUESTION 9

A FortiMail administrator is concerned about cyber criminals attempting to get sensitive information from employees using whaling phishing attacks. What option can the administrator configure to prevent these types of attacks?

A.    Impersonation analysis.

B.    Bounce tag verification.

C.    Content disarm and reconstruction.

D.    Dictionary profile with predefined smart identifiers.

Answer: A

NEW QUESTION 10

Which two features are available when you enable HA centralized monitoring on FortiMail? (Choose two.)

A.    Policy configuration changes of all cluster members from the primary device.

B.    Firmware update of all cluster members from the primary device.

C.    Cross-device log searches across all cluster members from the primary device.

D.    Mail statistics of all cluster members on the primary device.

Answer: CD

NEW QUESTION 11

What are the configuration steps to enable DKIM signing for outbound messages on FortiMail? (Choose three.)

A.    Enable DKIM signing for outgoing messages in a matching session profile.

B.    Publish the public key as a TXT record in a public DNS server.

C.    Enable DKIM check in a matching session profile.

D.    Enable DKIM check in a matching antispam profile.

E.    Generate a public/private key pair in the protected domain configuration.

Answer: ABE

Explanation:

DKIM Signing for Outbound Email:

– To configure DKIM signing for outgoing messages, you must first generate a public and private key pair for the domain.

– DKIM signatures are domain specific.

– FortiMail generates and stores the private key, and uses it to generate the DKIM signature.

– Download the public key and publish to your external DNS server.

– Enable sign outgoing messages with a DKIM signature.

NEW QUESTION 12

Which of the following statements are true regarding FortiMail’s behavior when using the built-in MTA to process email in transparent mode? (Choose two.)

A.    FortiMail can queue undeliverable messages and generate DSNs.

B.    If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email.

C.    FortiMail ignores the destination set by the sender and uses its own MX record lookup to deliver email.

D.    MUAs need to be configured to connect to the built-in MTA to send email.

Answer: AC

NEW QUESTION 13

While reviewing logs, an administrator discovers that an incoming email was processed using policy IDs 0:4:9. Which two scenarios will generate this policy ID? (Choose two.)

A.    Email was processed using IP policy ID 4.

B.    Incoming recipient policy ID 9 has the exclusive flag set.

C.    FortiMail applies the default behavior for relaying inbound email.

D.    FortiMail configuration is missing an access delivery rule.

Answer: CD

NEW QUESTION 14

Which two antispam techniques query FortiGuard for rating information? (Choose two.)

A.    DNSBL.

B.    SURBL.

C.    IP reputation.

D.    URI filter.

Answer: AB

Explanation:

https://docs.fortinet.com/document/fortimail/6.4.0/administration-guide/352990/configuring-antispam-profiles-and-antispam-action-profiles

NEW QUESTION 15

A FortiMail is configured with the protected domain example.com. On this FortiMail, which two envelope addresses are considered incoming? (Choose two.)

A.    MAIL FROM: [email protected]

RCPT TO: [email protected]

B.    MAIL FROM: [email protected]

RCPT TO: [email protected]

C.    MAIL FROM: [email protected]

RCPT TO: [email protected]

D.    MAIL FROM: [email protected]

RCPT TO: [email protected]

Answer: CD

Explanation:

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d-11ea-9384-00505692583a/FortiMail-6.4.0-Administration_Guide.pdf (page 30)

NEW QUESTION 16

……
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