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NEW QUESTION 1

What types of logs will FortiAnalyzer store?

A.    Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

B.    Traffic/Event, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

C.    Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine.

D.    Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.



Answer: A

NEW QUESTION 2

What database language does FortiAnalyzer use for logging and reporting?

A.    XQuery

B.    XML

C.    SQL

D.    Java

Answer: C

NEW QUESTION 3

What is the purpose of employing RAID with FortiAnalyzer?

A.    To provide data separation between ADOMs.

B.    To separate analytical and archive data.

C.    To back up your logs.

D.    To introduce redundancy to your log data.

Answer: D

NEW QUESTION 4

In order for FortiAnalyzer to collect logs from a FortiGate device, what configuration is required? (Choose two.)

A.    ADOMs must be enabled.

B.    Log encryption must be enabled.

C.    FortiGate must be registered with FortiAnalyzer.

D.    Remote logging must be enabled on FortiGate.

Answer: CD

NEW QUESTION 5

If you upgrade your FortiAnalyzer firmware, what report elements can be affected?

A.    Report settings

B.    Report scheduling

C.    Output profiles

D.    Custom datasets

Answer: D

NEW QUESTION 6

What must you configure on FortiAnalyzer to upload a Fortianalyzer report to a supported external server? (Choose two.)

A.    Report scheduling

B.    Output profile

C.    SFTP, FTP, or SCP server

D.    Mail server

Answer: BC

NEW QUESTION 7

You’ve moved a registered logging device out of one ADOM and into a new ADOM. What happens when you rebuild the new ADOM database?

A.    FortiAnalyzer resets the disk quota of the new ADOM to default.

B.    FortiAnalyzer migrates analytics logs to the new ADOM.

C.    FortiAnalyzer removes analytics logs from the old ADOM.

D.    FortiAnalyzer migrates archive logs to the new ADOM.

Answer: C

NEW QUESTION 8

How does FortiAnalyzer retrieve specific log data from the database?

A.    SQL FROM statement

B.    SQL GET statement

C.    SQL SELECT statement

D.    SQL EXTRACT statement

Answer: C

NEW QUESTION 9

What remote authentication servers can you configure to validate your FortiAnalyzer administrator logons? (Choose three.)

A.    RADIUS

B.    Local

C.    LDAP

D.    PKI

E.    TACACS+

Answer: ACE

NEW QUESTION 10

What are the operating modes of FortiAnalyzer? (Choose two.)

A.    Standalone

B.    Manager

C.    Analyzer

D.    Collector

Correct Answer: CD

NEW QUESTION 11

When performing a log search on a FortiAnalyzer, it is generally recommended to use the Quick Search option. What is a valid reason for using the Full Search option, instead?

A.    The search items you are looking for are not contained in indexed log fields.

B.    A quick search only searches data received within the last 24 hours.

C.    You want the search to include the FortiAnalyzer’s local logs.

D.    You want the search to include content archive data as well.

Answer: A

NEW QUESTION 12

A FortiAnalyzer device could use which security method to secure the transfer of log data from FortiGate devices?

A.    SSL

B.    IPSec

C.    Direct serial connection

D.    S/MIME

Answer: B

NEW QUESTION 13

……
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