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NEW QUESTION 1

How can you invoke an integration policy on FortiSIEM rules?

A.    Through Notification Policy settings.

B.    Through Incident Notification settings.

C.    Through remediation scripts.

D.    Through External Authentication settings.



Answer: A

Explanation:

You can invoke an integration policy on FortiSIEM rules by configuring the Notification Policy settings. You can select an integration policy from the drop-down list and specify the conditions for triggering it. For example, you can invoke an integration policy when an incident is created, updated, or closed.

NEW QUESTION 2

What is the disadvantage of automatic remediation?

A.    It can make a disruptive change to a user, block access to an application, or disconnect critical systems from the network.

B.    It is equivalent to running an IPS in monitor-only mode — watches but does not block.

C.    External threats or attacks detected by FortiSIEM will need user interaction to take action on an already overworked SOC team.

D.    Threat behaviors occurring during the night could take hours to respond to.

Answer: A

Explanation:

The disadvantage of automatic remediation is that it can make a disruptive change to a user, block access to an application, or disconnect critical systems from the network. Automatic remediation can have unintended consequences if not carefully planned and tested. Therefore, it is recommended to use manual or semi-automatic remediation for sensitive or critical systems.

NEW QUESTION 3

How can you empower SOC by deploying FortiSOAR? (Choose three.)

A.    Aggregate logs from distributed systems.

B.    Collaborative knowledge sharing.

C.    Baseline user and traffic behavior.

D.    Reduce human error.

E.    Address analyst skills gap.

Answer: BDE

Explanation:

You can empower SOC by deploying FortiSOAR in the following ways:

– Collaborative knowledge sharing: FortiSOAR allows you to create and share playbooks, workflows, tasks, and notes among SOC analysts and teams. This enables faster and more consistent incident response and reduces duplication of efforts.

– Reduce human error: FortiSOAR automates repetitive and tedious tasks, such as data collection, enrichment, analysis, and remediation. This reduces the risk of human error and improves efficiency and accuracy.

– Address analyst skills gap: FortiSOAR provides a graphical user interface for creating and executing playbooks and workflows without requiring coding skills. This lowers the barrier for entry-level analysts and helps them learn from best practices and expert knowledge.

NEW QUESTION 4

Which of the following are two Tactics in the MITRE ATT&CK framework? (Choose two.)

A.    Root Kit.

B.    Reconnaissance.

C.    Discovery.

D.    BITS Jobs.

E.    Phishing.

Answer: BC

Explanation:

Reconnaissance and Discovery are two Tactics in the MITRE ATT&CK framework. Tactics are the high-level objectives of an adversary, such as initial access, persistence, lateral movement, etc. Reconnaissance is the tactic of gathering information about a target before launching an attack. Discovery is the tactic of exploring a compromised system or network to find information or assets of interest.

NEW QUESTION 5

From where does the rule engine load the baseline data values?

A.    The profile report.

B.    The daily database.

C.    The profile database.

D.    The memory.

Answer: C

Explanation:

The rule engine loads the baseline data values from the profile database. The profile database contains historical data that is used for baselining calculations, such as minimum, maximum, average, standard deviation, and percentile values for various metrics.

NEW QUESTION 6

Which syntax will register a collector to the supervisor?

A.    phProvisionCollector –add

B.    phProvisionCollector –add

C.    phProvisionCollector –add

D.    phProvisionCollector –add

Answer: B

Explanation:

The syntax that will register a collector to the supervisor is phProvisionCollector –add <supervisor IP>. This command will initiate the registration process between the collector and the supervisor, and exchange certificates and configuration information. The <supervisor IP> parameter is the IP address of the supervisor node.

NEW QUESTION 7

What is Tactic in the MITRE ATT&CK framework?

A.    Tactic is how an attacker plans to execute the attack.

B.    Tactic is what an attacker hopes to achieve.

C.    Tactic is the tool that the attacker uses to compromise a system.

D.    Tactic is a specific implementation of the technique.

Answer: B

Explanation:

Tactic is what an attacker hopes to achieve in the MITRE ATT&CK framework. Tactic is a high-level category of adversary behavior that describes their objective or goal. For example, some tactics are Initial Access, Persistence, Lateral Movement, Exfiltration, etc. Each tactic consists of one or more techniques that describe how an attacker can accomplish that tactic.

NEW QUESTION 8

Why can collectors not be defined before the worker upload address is set on the supervisor?

A.    Collectors can only upload data to a worker, and the supervisor is not a worker.

B.    To ensure that the service provider has deployed at least one worker along with a supervisor.

C.    Collectors receive the worker upload address during the registration process.

D.    To ensure that the service provider has deployed a NFS server.

Answer: C

Explanation:

Collectors cannot be defined before the worker upload address is set on the supervisor because collectors receive the worker upload address during the registration process. The worker upload address is a list of IP addresses of worker nodes that can receive event data from collectors. The supervisor provides this list to collectors when they register with it, so that collectors can upload event data to any node in the list.

NEW QUESTION 9

Which three processes are collector processes? (Choose three.)

A.    phAgentManaqer

B.    phParser

C.    phRuleMaster

D.    phReportM aster

E.    phMonitorAgent

Answer: BCE

Explanation:

The collector processes are responsible for receiving, parsing, normalizing, correlating, and monitoring events from various sources. The collector processes are phParser, phRuleMaster, and phMonitorAgent.

NEW QUESTION 10

Which statement about EPS bursting is true?

A.    FortiSIEM will let you burst up to five times the licensed EPS once during a 24-hour period.

B.    FortiSIEM must be provisioned with ten percent the licensed EPS to handle potential event surges.

C.    FortiSIEM will let you burst up to five times the licensed EPS at any given time, provided it has accumulated enough unused EPS.

D.    FortiSIEM will let you burst up to five times the licensed EPS at any given time, regardless of unused of EPS.

Answer: C

Explanation:

FortiSIEM allows EPS bursting to handle event spikes without dropping events or violating the license agreement. EPS bursting means that FortiSIEM will let you burst up to five times the licensed EPS at any given time, provided it has accumulated enough unused EPS from previous time intervals.

NEW QUESTION 11

On which disk are the SQLite databases that are used for the baselining stored?

A.    Disk1

B.    Disk4

C.    Disk2

D.    Disk3

Answer: D

Explanation:

The SQLite databases that are used for the baselining are stored on Disk3 of the FortiSIEM server. Disk3 is also used for storing raw event data and CMDB data.

NEW QUESTION 12

Identify the processes associated with Machine Learning/Al on FortiSIEM. (Choose two.)

A.    phFortiInsightAI

B.    phReportMaster

C.    phRuleMaster

D.    phAnomaly

E.    phRuleWorker

Answer: AD

Explanation:

The processes associated with Machine Learning/AI on FortiSIEM are phFortiInsightAI and phAnomaly. phFortiInsightAI is responsible for detecting anomalous user behavior using UEBA (User and Entity Behavior Analytics) techniques. phAnomaly is responsible for detecting anomalous network behavior using NTA (Network Traffic Analysis) techniques.

NEW QUESTION 13

Which three statements about phRuleMaster are true? (Choose three.)

A.    phRuleMaster queues up the data being received from the phRuleWorkers into buckets.

B.    phRuleMaster is present on the supervisor and workers.

C.    phRuleMaster is present on the supervisor only.

D.    phRuleMaster wakes up to evaluate all the rule data in series, every 30 seconds.

E.    phRuleMaster wakes up to evaluate all the rule data in parallel, every 30 seconds.

Answer: ABE

Explanation:

phRuleMaster is a process that performs rule evaluation and incident generation on FortiSIEM. phRuleMaster queues up the data being received from the phRuleWorkers into buckets based on time intervals, such as one minute, five minutes, or ten minutes. phRuleMaster is present on both the supervisor and workers nodes of a FortiSIEM cluster. phRuleMaster wakes up every 30 seconds to evaluate all the rule data in parallel using multiple threads.

NEW QUESTION 14

Which three statements about collector communication with the FortiSIEM cluster are true? (Choose three.)

A.    The only communication between the collector and the supervisor is during the registration process.

B.    Collectors communicate periodically with the supervisor node.

C.    The supervisor periodically checks the health of the collector.

D.    The supervisor does not initiate any connections to the collector node.

E.    Collectors upload event data to any node in the worker upload list, but report their health directly to the supervisor node.

Answer: BCE

Explanation:

The statements about collector communication with the FortiSIEM cluster that are true:

– Collectors communicate periodically with the supervisor node.

– Collectors send heartbeat messages to the supervisor every 30 seconds to report their status and configuration. The supervisor periodically checks the health of the collector. The supervisor monitors the heartbeat messages from collectors and alerts if there is any issue with their connectivity or performance.

– Collectors upload event data to any node in the worker upload list, but report their health directly to the supervisor node.

– Collectors use a round-robin algorithm to distribute event data among worker nodes in the worker upload list, which is provided by the supervisor during registration. However, collectors only report their health and status to the supervisor node.

NEW QUESTION 15

……
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