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NEW QUESTION 1

What are event handlers?

A.    Threats identified by FortiGuard.

B.    Specific matched conditions in the raw logs.

C.    Alert notifications.

D.    SNMP traps.



Answer: B

NEW QUESTION 2

Which two FortiAnalyzer features allow you to automatically build a dataset and chart based on a filtered search result? (Choose two.)

A.    Export to Report Chart (FortiView)

B.    Custom View

C.    Dataset Library

D.    Chart Builder

Answer: AD

NEW QUESTION 3

What is the main purpose of deploying RAID with FortiAnalyzer?

A.    To back up your logs.

B.    To make an identical copy of log data on two separate physical drives.

C.    To provide redundancy of your log data.

D.    To store data in chunks across multiple drives.

Answer: C

NEW QUESTION 4

If a hard disk on FortiAnalyzer that supports hardware RAID fails, what can be done on FortiAnalyzer?

A.    Shut down FortiAnalyzer and replace the disk.

B.    Run execute format disk to format and restart the FortiAnalyzer device.

C.    No need to do anything because the disk will self-recover.

D.    Hot swap the disk.

Answer: A

Explanation:

https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-DiskonFortiAnalyzer/ta-p/194997?externalID=FD41397

NEW QUESTION 5

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer? (Choose two.)

A.    Virtual domains.

B.    Administrative access profiles.

C.    Trusted hosts.

D.    Security Fabric.

Answer: BC

Explanation:

https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administrationguide/219292/administrator-profiles

https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trustedhosts

NEW QUESTION 6

It is a best practice to upload FortiAnalyzer local logs to a remote server. Which three remote servers are supported for the upload? (Choose three.)

A.    SFTP

B.    SCP

C.    FTP

D.    UDP

E.    TCP

Answer: ABC

NEW QUESTION 7

Which database language does FortiAnalyzer support for the purposes of logging and reporting?

A.    LDAP

B.    SSH

C.    SQL

D.    XML

Answer: C

NEW QUESTION 8

What should you always do after erasing the FortiAnalyzer configuration on flash?

A.    Run the execute reset all-settings command.

B.    Run the execute format disk command.

C.    Run the execute reboot command.

D.    Perform a system backup.

Answer: B

NEW QUESTION 9

The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device. What can be the reason for this failure?

A.    FortiAnalyzer is in an HA cluster.

B.    ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

C.    ADOMs are not enabled on FortiAnalyzer.

D.    A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.

Answer: C

Explanation:

https://help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-FAZ/0800_ADOMs/0015_FortiClient%20and%20ADOMs.htm

NEW QUESTION 10

Which daemon is responsible for enforcing raw log file size?

A.    logfiled

B.    oftpd

C.    sqlplugind

D.    miglogd

Answer: A

NEW QUESTION 11

What is included in the disk quota for each ADOM on the FortiAnalyzer?

A.    SQL tables and archive files.

B.    Raw logs and archive files.

C.    Archive logs and analytics logs.

D.    Raw logs, archive files, SQL database tables.

Answer: D

NEW QUESTION 12

When generating reports on FortiAnalyzer, macros can be used to include additional data. Which two statements about macros are true? (Choose two.)

A.    Macros are abbreviated dataset queries.

B.    Macros do not need to be associated with a chart.

C.    Macros are supported in FortiGate ADOMs only.

D.    Macros cannot be customized.

Answer: AB

NEW QUESTION 13

When you move a FortiGate device from one ADOM to a new ADOM, what is the purpose of rebuilding the new ADOM database?

A.    To migrate the archive logs to the new ADOM.

B.    To reset the disk quota enforcement to default.

C.    To remove the device’s analytics logs from the old ADOM.

D.    To run reports on the device’s analytics logs in the new ADOM.

Answer: D

NEW QUESTION 14

Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose two.)

A.    Mail server.

B.    Output profile.

C.    SFTP server.

D.    Report scheduling.

Answer: AB

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.0.2/administrationguide/598322/creating-output-profiles

NEW QUESTION 15

Which two external servers can you configure to validate administrator logins? (Choose two.)

A.    Syslog.

B.    LDAP.

C.    RADIUS.

D.    Only locally by FortiAnalyzer.

Answer: BC

NEW QUESTION 16
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