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NEW QUESTION 1

You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the expected result?

A.    Any pending device settings will be installed automatically.

B.    Any unused objects from a previous ADOM are moved to the new ADOM automatically.

C.    The shared policy package will not be moved to the new ADOM.

D.    Policy packages will be imported into the new ADOM automatically.



Answer: C

Explanation:

https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objectsto-new-ADOM-on-FortiManager/ta-p/198342

NEW QUESTION 2

An administrator with the Super_User profile is unable to log in to FortiManager because of an authentication failure message. Which troubleshooting step should you take to resolve the issue?

A.    Make sure the administrator IP address is part of the trusted hosts.

B.    Make sure FortiManager Access is enabled in the administrator profile.

C.    Make sure Offline Mode is disabled.

D.    Make sure ADOMs are enabled and the administrator has access to the Global ADOM.

Answer: A

Explanation:

https://docs.fortinet.com/document/fortimanager/6.0.3/administrationguide/107347/trusted-hosts

NEW QUESTION 3

Which two statements about the scheduled backup of FortiManager are true? (Choose two.)

A.    It does not back up firmware images saved on FortiManager.

B.    It can be configured using the CLI and GUI.

C.    It backs up all devices and the FortiGuard database.

D.    It supports FTP, SCP, and SFTP.

Answer: AD

Explanation:

https://docs.ansible.com/ansible/latest/collections/fortinet/fortimanager/fmgr_system_backup_allsettings_module.html

NEW QUESTION 4

What does a policy package status of Conflict indicate?

A.    The policy configuration has never been imported after a device was registered on FortiManager.

B.    The policy package does not have a FortiGate as the installation target.

C.    The policy package reports inconsistencies and conflicts during a Policy Consistency Check.

D.    The policy package configuration has been changed on both FortiManager and the managed device independently.

Answer: D

NEW QUESTION 5

An administrator has assigned a global policy package to a new ADOM called ADOM1. What will happen if the administrator tries to create a new policy package in ADOM1?

A.    When creating a new policy package, the administrator can select the option to assign the global policy package to the new policy package.

B.    When the new policy package is created, FortiManager automatically assigns the global policy package to the new policy package.

C.    When a new policy package is created, the administrator must assign the global policy package from the global ADOM.

D.    When a new policy package is created, the administrator needs to reapply the global policy package to ADOM1.

Answer: B

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1200_Policy%20and%20Objects/0800_Managing%20policy%20packages/1200_Assign%20a%20global%20policy%20package.htm

NEW QUESTION 6

In addition to the default ADOMs, an administrator has created a new ADOM named Training for FortiGate devices. The administrator sent a device registration to FortiManager from a remote FortiGate. Which one of the following statements is true?

A.    The FortiGate will be added automatically to the default ADOM named FortiGate.

B.    The FortiGate will be automatically added to the Training ADOM.

C.    By default, the unregistered FortiGate will appear in the root ADOM.

D.    The FortiManager administrator must add the unregistered device manually to the unregistered device manually to the Training ADOM using the Add Device wizard.

Answer: C

Explanation:

https://docs.fortinet.com/document/fortimanager/7.0.0/administrationguide/718923/root-adom

NEW QUESTION 7

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the FortiManager GUI. Both port1 and port2 are part of the SD-WAN member interfaces. Which interface must the administrator select in the static route device drop-down list?

A.    virtual-wan-link

B.    port2

C.    port1

D.    auto-discovery

Answer: A

NEW QUESTION 8

In the event that the primary FortiManager fails, which of the following actions must be performed to return the FortiManager HA to a working state?

A.    Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all other secondary devices to point to the new primary device.

B.    Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other secondary devices to point to the new primary device.

C.    Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to point to the new primary device.

D.    FortiManager HA state transition is transparent to administrators and does not require any reconfiguration.

Answer: C

NEW QUESTION 9

An administrator would like to create an SD-WAN using central management. What steps does the administrator need to perform to create an SD-WAN using central management?

A.    Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN firewall policies.

B.    Remove all the interface references such as routes or policies.

C.    You must specify a gateway address when you create a default static route.

D.    First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route.

Answer: A

NEW QUESTION 10

Which three settings are the factory default settings on FortiManager? (Choose three.)

A.    Username is admin.

B.    Password is fortinet.

C.    FortiAnalyzer features are disabled.

D.    Reports and Event Monitor panes are enabled.

E.    Port1 interface IP address is 192.168.1.99/24.

Answer: ACE

NEW QUESTION 11

Refer to the exhibit:



Given the configurations shown in the exhibit, what can you conclude from the installation targets in the Install On column?

A.    Policy seq.# 3 will be installed on the TrainerNAT VDOM only.

B.    Policy seq.# 3 will be installed on all managed devices and VDOMs that are listed under Installation Targets.

C.    The Install On column value represents successful installations on the managed devices.

D.    Policy seq.# 3 will not be installed on any managed device.

Answer: B

NEW QUESTION 12

Refer to the exhibit:



What is the purpose of setting ADOM Mode to Advanced?

A.    This setting enables the ADOMs feature on FortiManager.

B.    This setting allows automatic updates to the policy package configuration for a managed device.

C.    This setting allows you to assign different VDOMs from the same FortiGate to different ADOMs.

D.    This setting disables concurrent ADOM access and adds ADOM locking.

Answer: C

Explanation:

https://docs.fortinet.com/document/fortianalyzer/7.0.0/administration-guide/66530/adomdevicemodes

NEW QUESTION 13

Refer to the exhibit:



Which one of the following statements is true regarding the object named ALL?

A.    FortiManager updated the object ALL using FortiGate’s value in its database.

B.    FortiManager installed the object ALL with the updated value.

C.    FortiManager updated the object ALL using FortiManager’s value in its database.

D.    FortiManager created the object ALL as a unique entity in its database, which can be only used by this managed FortiGate.

Answer: A

NEW QUESTION 14

……
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