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NEW QUESTION 1

What is the purpose of using prefilters when configuring event handlers?

A.    They limit which logs are checked for matches by the other filters.

B.    They can filter the logs before they are processed by FortiAnalyzer.

C.    They download new filters to be used in event handlers.

D.    They are common filters applied simultaneously to all event handlers.



Answer: A

Explanation:

Prefilters are applied before the other filters in an event handler, so they can be used to reduce the number of logs that need to be processed. This can improve the performance of the event handler.

NEW QUESTION 2

Which statement describes a dataset in FortiAnalyzer?

A.    They determine what data is retrieved from the database.

B.    They provide the layout used for reports.

C.    They are used to set the data included in templates.

D.    They define the chart types to be used in reports.

Answer: A

Explanation:

A dataset is a collection of data from logs that are stored in the FortiAnalyzer database. Datasets are used to create reports and charts.

NEW QUESTION 3

A playbook contains five tasks in total. An administrator runs the playbook and four out of five tasks finish successfully, but one task fails. What will be the status of the playbook after it is run?

A.    Running

B.    Failed

C.    Upstream_failed

D.    Success

Answer: B

Explanation:

If a playbook contains five tasks and four out of five tasks finish successfully, but one task fails, then the playbook will have a Failed status. This is because the playbook will only be considered successful if all of the tasks in the playbook are successful. If any of the tasks fail, then the playbook will fail.

NEW QUESTION 4

What is the purpose of trigger variables?

A.    To display statistics about the playbook runtime.

B.    To use information from the trigger to filter the action in a task.

C.    To provide the trigger information to make the playbook start running.

D.    To store the start times of playbooks with On_Schedule triggers.

Answer: C

Explanation:

Trigger variables are used to pass information from the trigger to the playbook, such as the ID of the event that triggered the playbook, the source of the event, and the time the event occurred. This information can then be used by the playbook to perform actions, such as sending an email notification or opening a ticket in a ticketing system.

NEW QUESTION 5

When working with FortiAnalyzer reports, what is the purpose of a dataset?

A.    To provide the layout used for reports.

B.    To define the chart type to be used.

C.    To retrieve data from the database.

D.    To set the data included in templates.

Answer: C

Explanation:

Another common way to load data into a DataSet is to use the DataAdapter class to retrieve data from the database.

NEW QUESTION 6

You crested a playbook on FortiAnalyzer that uses a FortiOS connector. When configuring the FortiGate side, which type of trigger must be used so that the actions in an automation stitch are available in the FortiOS connector?

A.    FortiAnalyzer Event Handler.

B.    Incoming Webhook.

C.    FortiOS Event Log.

D.    Fabric Connector Event.

Answer: B

Explanation:

In order to see the actions related to the FOS connector, you must enable an automation rule using the Incoming Webhook Call trigger on the FortiGate side.

NEW QUESTION 7

What must you consider when using log fetching? (Choose two.)

A.    The fetch client can retrieve logs from devices that are not added to its local Device Manager.

B.    You can use filters to include only logs from a single device.

C.    The fetching profile must include a user with the Super_User profile.

D.    The archive logs retrieved from the server become archive logs in the client.

Answer: AB

Explanation:

Option A. This is because the fetch client uses the FortiAnalyzer API to retrieve logs, and the API does not require the devices to be added to the local Device Manager.

Option B. This can be useful if you only want to fetch logs from a specific device, or if you want to exclude logs from certain devices.

NEW QUESTION 8

Which two statements are true regarding the outbreak detection service? (Choose two.)

A.    New alerts are received by email.

B.    Outbreak alerts are available on the root ADOM only.

C.    An additional license is required.

D.    It automatically downloads new event handlers and reports.

Answer: CD

Explanation:

Option C. An additional license is required. The Outbreak Detection Service is a licensed feature that must be purchased separately.

Option D. It automatically downloads new event handlers and reports. When a new outbreak is detected, the Outbreak Detection Service will automatically download the associated event handlers and reports to the FortiAnalyzer.

NEW QUESTION 9

What are two effects of enabling auto-cache in a FortiAnalyzer report? (Choose two.)

A.    The size of newly generated reports is optimized to conserve disk space.

B.    FortiAnalyzer local cache is used to store generated reports.

C.    When new logs are received, the hard-cache data is updated automatically.

D.    The generation time for reports is decreased.

Answer: CD

Explanation:

Auto-cache is a feature that allows you to store the results of a report in a hard-cache database. This can significantly reduce the time it takes to generate the report, as the FortiAnalyzer does not need to re-run the query each time the report is requested. The hard-cache database is updated automatically when new logs are received. This ensures that the report always reflects the latest data.

NEW QUESTION 10

Why must you wait for several minutes before you run a playbook that you just created?

A.    FortiAnalyzer needs that time to parse the new playbook.

B.    FortiAnalyzer needs that time to back up the current playbooks.

C.    FortiAnalyzer needs that time to ensure there are no other playbooks running.

D.    FortiAnalyzer needs that time to debug the new playbook.

Answer: A

Explanation:

When you create a new playbook, FortiAnalyzer needs to parse the playbook file to understand the commands and tasks that it contains. This can take a few minutes, depending on the size and complexity of the playbook.

NEW QUESTION 11

Which statement describes online logs on FortiAnalyzer?

A.    Logs that reached a specific size and were rolled over.

B.    Logs that can be used to create reports.

C.    Logs that can be viewed using Log Browse.

D.    Logs that are saved to disk, compressed, and available in FortiView.

Answer: C

Explanation:

Online logs are the logs that are currently being processed by FortiAnalyzer. They are not yet rolled over or archived. They can be viewed using the Log Browse feature in FortiAnalyzer.

NEW QUESTION 12

Which item must you configure on FortiAnalyzer to email generated reports automatically?

A.    Output profile.

B.    Report scheduling.

C.    SFTP server.

D.    SNMP server.

Answer: A

Explanation:

The Output profile specifies the email server that will be used to send the reports, as well as the email address that will receive the reports.

NEW QUESTION 13

Which statement about the FortiSOAR management extension is correct?

A.    It requires a FortiManager configured to manage FortiGate.

B.    It requires a dedicated FortiSOAR device or VM.

C.    It does not include a limited trial by default.

D.    It runs as a docker container on FortiAnalyzer.

Answer: A

Explanation:

The FortiSOAR management extension is a software application that runs on FortiManager. It allows you to manage FortiSOAR instances, including creating and managing playbooks, tasks, and automations.

NEW QUESTION 14

What are two benefits of using fabric connectors? (Choose two.)

A.    They allow FortiAnalyzer to send logs in real-time to public cloud accounts.

B.    You do not need an additional license to send logs to the cloud platform.

C.    Fabric connectors allow you to improve redundancy.

D.    Using fabric connectors is more efficient than using third-party polling with API.

Answer: AD

Explanation:

Option A. They allow FortiAnalyzer to send logs in real-time to public cloud accounts. Fabric connectors are a way to send logs from FortiAnalyzer to cloud-based services, such as Splunk and Microsoft Azure Sentinel. This allows you to centralize your logs and get insights from them in real time.

Option D. Using fabric connectors is more efficient than using third-party polling with API. Fabric connectors use a direct connection between FortiAnalyzer and the cloud service, which is more efficient than polling the cloud service with an API.

NEW QUESTION 15

After generating a report, you notice the information you were expecting to see is not included in it. What are two possible reasons for this scenario? (Choose two.)

A.    You enabled auto-cache with extended log filtering.

B.    The logfiled service has not indexed all the expected logs.

C.    The logs were overwritten by the data retention policy.

D.    The time frame selected in the report is wrong.

Answer: BC

Explanation:

Option B. The logfiled service has not indexed all the expected logs. The logfiled service is responsible for indexing the logs that are received by FortiAnalyzer. If the logfiled service has not indexed all the expected logs, then the information from those logs will not be included in the report.

Option C. The logs were overwritten by the data retention policy. FortiAnalyzer has a data retention policy that specifies how long logs are kept. If the logs that you are interested in were overwritten by the data retention policy, then they will not be included in the report.

NEW QUESTION 16

Which statement about sending notifications with incident updates is true?

A.    Notifications can be sent only when an incident is created or deleted.

B.    You must configure an output profile to send notifications by email.

C.    Each incident can send notifications to a single external platform.

D.    Each connector used can have different notification settings.

Answer: D

Explanation:

When you configure notifications for incident updates, you can specify different settings for each connector that you want to use. For example, you can specify different email addresses or different webhook URLs for each connector.

NEW QUESTION 17

What happens when the IOC breach detection engine on FortiAnalyzer finds web logs that match a blocklisted IP address?

A.    The endpoint is marked as Compromised and, optionally, can be put in quarantine.

B.    FortiAnalyzer flags the associated host for further analysis.

C.    A new Infected entry is added for the corresponding endpoint.

D.    The detection engine classifies those logs as Suspicious.

Answer: A

Explanation:

When the IOC breach detection engine on FortiAnalyzer finds web logs that match a blocklisted IP address, the endpoint is marked as Compromised and, optionally, can be put in quarantine. This means that the endpoint is considered to be infected with malware and may be a source of infection for other endpoints.

NEW QUESTION 18

Which statement about the FortiSIEM management extension is correct?

A.    Allows you to manage the entire life cycle of a threat or breach.

B.    Its use of the available disk space is capped at 50%.

C.    It requires a licensed FortiSIEM supervisor.

D.    It can be installed as a dedicated VM.

Answer: A

Explanation:

The FortiSIEM management extension is a software application that allows you to collect logs and performance metrics from FortiSIEM devices. It can be installed on a FortiAnalyzer or as a dedicated VM. The extension does not require a licensed FortiSIEM supervisor.

NEW QUESTION 19

……
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